Laboratory for the Anthropdogy of the Contemparary
Discussion Paper
February 2, 2006
Vital Systems Security
Stephen J. Collier and Andrew L akoff

This pgoe describes vital systems security as a distinctive form throughwhich
planna's and strategists undestand and manage GecurityOproblems. In what follows, we
develop the concept of vital systems security through a contrast with two more familiar
forms of collective security: sovereign state security and popuktion security. Theaimis
to create an andytical vocabulary for amore acute critical vantage on contemporary
problems of security.

Vital systems security refers to the protection of systemsthat are critical to the
maintaining econorric and political order. These includekey infrastructures (roads
electricity grids communications food and water supply), key ingitutions(markets and
govanmental entities), and key public services (hospitals). Vital systems security is
concerned with threats tha may bedifficult or impossible to prevent, such as natural
disasters, terrorist attacks, or pandamic disease. Itsaim, thus isto reduce the
vulneability of critical systemsto these events, and to increase the capacity to respondto
and recover from them.

Vital systems security has become an increasingly central practice of govanment
in thelatter haf of the 20" century and thefirst years of the 21% century. Elements of this
form of security can beidentified in diverse domains of policy-making and planning
activity such as disaster management and emergency respon®. Mog recently, they have

been implemented unde rubrics such as Qritical infrastructure protectionGand



homeland security, Oparticularly in thewake of 9/11 and Hurricane Katring, and in
discussions arounda possible future avian flu pandemic. In these contexts, vital systems
security is connected to fundamental questionsconaerning how we definethreatsto
collective security, what appropriate forms of responge are, and what the state®
responsbility isfor ensuring the security of national popuktions

Andyet, thisform of security has been largdy neglected by sodal scientists
looking at security questions In what follows, wewill: (1) definevital systems security
by contrasting it to other forms of collective security; (2) review key historical moments
in thedevelopment of vital systems security in the United States after World War 11; (3)
specify the contemporary context in which this form of security can be seen as central to
changing undestandingsof Band organizationd responses to D security problems; (4)

suggest concaeptud and andytical orientationstha might emergefrom this framework.

(1) Forms of Collective Security: An Overview

Mog policy-oriented and academic discussionshave focused on two kindsof
security: sovereign state security and population security. Both are forms of collective
security in the sense tha they involve protecting nationd popuktionsagang potentia
threats." Each arose at adistindtive historical conjuncture in respong to problems and
events.

Sovereign state security is concerned with theterritorial sovereignty of thestate
and thethreat to sovereignty posed by externd enemies. Its history can bedaed to the
formation of themoden state and thetreaty of Westphdia (1648) It is assodated with

state monopolzation of |egitimate violence and with the beginning of themoden

! Possible cite to Lippman@ classic definition of security.



interstate system. Sovereign state security indudes both practices assodated with military
conflict with other states and practices assodated with QoldOconflicts, such as
diplomacy, deterrence, and containment. In the peiod after World War |1l sovereign state
security in the United States was structured by the strategies of the Cold War.
Consquently, theend of the Cold War has raised arangeof questionsabouthow to
definethe significant problems of sovereign state security.

Population security is concerned with the health and welfare of nationd
popuktions It addresses what have been called (pathologies of the sodial OPphenomena
such as endamic disease and povety tha can be mappead onto theregularities of
collective life? Thetechniques of popuktion security Bsuch as soda insurance and
urbanism Pemerged in thelate 18" to mid-19" centuries. They were arespons both to
theincreasing populbr unrest faced by classical monarchies and to the worsening
conditionsof collective lifein growingindugrial cities. In contrast to sovereign state
security, which has been the provenance of the military since the establishment of
permanent standing armies in the 16" and 17" centuries in Europe popultion security
has been primarily theresponsbility of organizationsdealing with civilian
administration. The contemporary political logic of popultion security has been shaped
by, first, the conolidation of thewelfare state in the middle part of the 20" century, and,
second, efforts to enact neoliberal welfare reform since the 1970s

Since World War 11, anew form of collective security has been emerging. In part,
itistheprodud of new kindsof threats, such asthe threat of aerial bombing, nudear war,

or technologically-indued environmental catastrophe In pat, it has developed from an

2 For a discussion of the rise of (pathologies of the social Osee Paul Rabinow, French Modern: Norms and
Forms of the Social Environment. Cambridge, Mass.: MIT Press, 1989.



awareness of thevulneability of thecomplex technological systems uponwhich moden
lifeis dependent.® These newly perceived threats, in tum, have been approached through
anew rationdity of collective security, and a new political organization of respon that
we call vital systems security.

Vital systems security refers to governmental efforts to protect key infrastructures
(roads €eectricity grids communications foodand water supply), ingitutions(markets
and govenmental entities), and public services (hospitals), and to increase the capecity to
respondto and recover from events tha threaten them. Thegeneral prindiples,
techniques, forms of knowledge and political respong assodated with vital systems
security can be contrasted to sovereign state security and popuktion security (seetable
1). These forms of security differ in: (1) thedefinition of relevant kindsof threats (both
thedange and wha is endangered) that should beaddressed in the framework of vital
systems security; (2) the normative rationality that defines arespon to these threats;
and (3) the political logic that defines therole of the state in relationhip to private sector,
public sector, and nonprofit sector actors in responding to these threats, and in providing
acertain form of security.

Thekindsof threats seen asrelevant to vital systems security indudeevents such
as hurricanes, terror attacks, epidemics, ecological catastrophes, and earthquaes. Such
events Doften referred to as Gow probability, high consequenceOPhave a nurmber of
common features. First, they threaten key infrastructures, such as energy, trangoortation,

and communicationssystems, econormic inditutions and vital produdion systems, and

% Ulrich Beck has focused attention on this specific kind of vulnerabilities that arise from threats to the
systems that underpin modernity. Though he has recognized that these threats are not manageable within an
insurantial model of risk management he has not identified new forms through which they are managed.
See, for example, World Risk Society (1997).
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they chdlengethe capacity of organizationsinvolved in respons and recovery, such as
hogitals, coordinated logistics opaations and rescue capabilities. Second,the
probability of such eventsis uncertain. Althoughthey are foreseeable, they are not
predictable in thestrict insurantial sense that ther likelihoodand probable consequences
could be subject to actuaria andysis. Third, fromthe perspective of vital systems
security the source of thethreat may bebeyondthecontrol of security plannasbindeed,
it may beunknown. Thus rather than prevention, thefocusof vital systems security ison
thevulnerability of vital systems and the readiness of private and pubic respons.
Thenomative rationdity relevant to vital systems security is QpreparednessQ The
nom of preparedness demandstha experts condantly assess the vulnerability of vital
systems and the readiness to respondto, and recover from, events that threaten them. The
god of thisform of security is not necessarily to prevent events from hagppening butto
mitigate thar coneequences Bin other words to keep adisaster fromturninginto a
catastrophe Techniques of preparedness seek to:
¥ Imagineposible events and assess their impact throughmeanssuch as
scenaio planning.
¥ Test respong and recovery mechanisms throughexercises.
¥ Assess and minimize vulnerabilities by securing critical infrastructures.
¥ Incarease capacity to respondand recover by improving early detection,
strengthening communication and coordinaion amongrespondes.
It is hdpful to contrast preparedness and soda except thisisnotyet in thetable, isit?
insurance as nomative rationdities tha seek to provide different kindsof security to

domestic popuktions(see chart 2). Both make it possible to bring future threats into the



Figure2: Normative Rationalities BInsurance ver sus Preparedness

Insurance

Preparedness

Type of event
addr essed

Calculable, relatively
limited scope(onecan
predict how often it will
occur, butnotto whom)

Not calculable, potentially
catastrophic scope(onecan say
tha it islikely to hgpopen, butnot
when or where)

Knowledgerequired
about event

Archival Pactuaia tables
of statistics

Narrative, imagined

How possibleevent is
transformed

From externd dange to
manageable risks

From outsidethreat to
vulnerability to be mitigated

Technical operation

Calculation of probability

Gaugecurrent vulnerabilities
throughimaginative techniques

using tables of frequency (scenarios smulationg
: Spread risks over Build capébilities for response to
Howto alleviate threat popuktion multiple threats

Temporal orientation

Continuing, modulated
attention

Ongoing vigilant aertness,
sporadic intervention, lasting only
for duration of event and recovery

Initial site of
application

17" century shipping and
navigation

Cold War threat of atomic attack

Extension to new sites

Propaty (insurance agang
fire, flood) life, accident,
old age

Natural disaster, ecological
catastrophe humanitarian
emergency, terrorism




present in order to manage them. While insurance seeks to calculate probability and
distribute risk, preparedness assumes tha probability is not calculable and so enacts
plausble scenariosin order to revea vulnerabilities. An Gnaurantial Oapproach seeks to
calculate the probability of risks to discrete individuds and to distribute risk over a
popuktion. A framework of Qpreparedness,Oby contrast, beginsfrom the assumption that
the probability of certain threatsis notstrictly calculable, and would, therefore, try to
enact plausible scenaiosin order to reveal vulnerabilities and direct readiness efforts.”
Findly, thepolitical logic of vital systems security enjoinsthe state to take
responsbility for ensuring the ongoing funaioning of critical systemsin theface of
disastrousevents. This political logic is assodated with a distinctive temporality of
intervention: while vital systems security requires only sporadic intervention by central
authorities Bonly in the case of an event Dit requires continual activities of preparedness.
This temporality of intervention should be contrasted to popuktion security, which
involves continud interventioninto thehealth, welfare, and conditions of existence of
popuktions Theimperative to be prepared is based on adistribution of response
fundionsacross diverse state and non-state agendes in the event of an emergency, and
thusrequires ongong readiness activities tha test the fundioning of these relationships
This political logc also suggests tha thefederal government role should be limited to
coordination, technical suppot, and some finandal suppot unde normal conditions
Preparedness activity is thusdistributed amongfederal, state, andlocal govenments, and

private and non-profit sector actors Band, patentialy, families. Thedistribution of these

* Like insurance, preparednessis a form of rationality that may be found outside the state. For example,
private firms and international humanitarian organizations practice preparedness, and the preparedness
activities of such organizations are a crucial part of state-based preparedness.



roles has been, and remains, a central and contentiousfeature of discussonsaroundyvital

systems security.”

(2) Historical Evolution of Vital Systems Security in theUS

Theproblems of vital systems security have been increasingly central in popukr
discussion recently as the United States has faced a series of events such as terror attacks
and naural disasterstha do nat fit comfortably in the frameworks of sovereign state
security or popuktion security. This contemporary discussion draws on alonge pod-
World War |1 trgjectory throughwhich the elements of vital systems security took shgpe
in the United States. A number of distinc moments are particularly important to the

emergence of vital systems security at thelevel of the US federal government.®

1. Early Cold War. During and after World War |l military strategists recognized
tha thedawn of theair-nudear ageraised the progect tha the United States
could bedirectly attacked, notwithganding thebarrier of oceans They argued that
the nation would have to remain in a @ontinuousstate of readinessOfor a surprise
attack from the Soviet Union. Alongsdethe Ganticipatory mobilizationGbased on
alogic of deterrence and containment after 1949,some plannas argued for a
massive civil defense effort, onetha would protect Qritical targetsOin the event
of an attack, so tha the United States could survive the attack and fight back.

Comprehendve plansfor civil defense Bformulated first by the military and then

® According to this political logic, under extraordinary conditions, the federal government (through
mechanisms such as joint tasks forces, states of emergency, or even, potentially, declaration of martial law)
can assume direct command and control functions over response and recovery.

® The history of vital systems security is not limited to the federal government: its techniques and practices
were simultaneously honed in local government organizations, NGOs, and the private sector.



by civilian administrationsbwere implemented in a partial manne at best. But
thegenera approach developed for civil defense, and many techniques assodated

with it, would be adapted later to other tasks of vital systems security.

. 1960sb1970s All-HazardsPlanning. A secondphase in the development of
vital systems security was driven frombdow. Local civil defense officials were
skeptical aboutthe possibility of defense agang nudear attack. But they took up
techniquesinitially developed for civil defense, such as evacuaion planning and
training emergency respondes, and applied them to new problems such as natural
disasters. These officials began to defineanew field of expertise Demergency
management Dand developed a new approach known as Gill hazardsOplanning
tha defined opeaationd guiddines for approaching diverse forms of threat with
the same set of techniques. In the1970snudear power and hazardoussubdances
were added to these threats. State governments asked that coordination of Federa
and local respong to varioustypes of emergendes be centralized, leading to the

establishment of FEMA in 1979’

. 1980sb1990s Mission Struggles. Aswasthecasewith civil defense, federal
andlocal plansfor an al-hazards approach to possible disasters were only
patialy implemented in thefederal govanment. In the decades after the

founding of FEMA, the agency faced ongoing tenson between its civil ddense

" FEMA then (hegan development of an Integrated Emergency Management System with an all-hazards
approach that included "direction, control and warning systems which are common to the full range of
emergencies from small isolated events to the ultimate emergency - war.@
http://www.fema.gov/about/history.shtm
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fundion and itstask of emergency management. While Republican
administrationstended to emphasize the former, Democratic presidents focused
onthelatter. During the Clinton administration, the domestic preparedness
appaatusfundioned relatively smoothly as a routinized mechanism for
anticipaing and responding to disasters. Meanwhile preparedness techniques
such as scenario planning and early warning systems migrated into new areas,
such as globd public health and humanitarianism. Some experts argued tha new
threats to vital systems, such as emerging infectious disease (in the context of the
AIDS epidemic), cyber-threats (especially in thelead up to Y 2K), and globd
terrorism should beelevated to thelevel of hational securityOissues in the pog-

Cold War era.

. 2001DPresent: Vital Systems Security after 9/11. The attacks of 9/11, the
anthrax letters, Hurricane Katring and the anticipation of an avian flu pandamic
have catalyzed activity related to vital systems security. After 9/11theBush
administration created the Depatment of Homeland Security (DHS). Although
DHS was largdy assodated with its counter-terrorism fundion, the new
Department also incorporated FEMA, thusassuming fundionsof emergency
management and disaster response. Thus in prindple Bathoughnat, it would
turn out, in practice DDHS was foundel onthe basic premise of Gill-hazardsO
planning: tha respon< to terror attacks and response to naural disasters would
require asimilar rangeof competendies, capecities, and planning approaches. The

first genera strategic planning doaument of DHS Da @reparedness guidanced
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released in spring 2005Dindudel in its portfolio of scenariosnot only arangeof
possible terrorist attacks but also ahurricane an earthquéke, and pandemic

influenza as the major events for which it had to plan.®

(3) New Problematizationsof Security

Theincreasing centrality of vital systems security comesin the context of a
broader process throughwhich collective security has been newly problematized after the
Cold War. Wha threats to collective security are the mos pressing?How should they be
undestood?And wha organizationsshould beresponsble for managing them?

During the Cold War, Ghaiond securityOwas largely assodated with deterring
and containing the Soviet threat. Theend of the Cold War provoked a broad rethinking of
theterrain of security amongscholars, policy-makers, and strategists. Unde the rubric of
terms such as uman securityOand Genvironmental securityOsome andysts proposed
expanding the purview of security problems beyond traditiond geopolitical issuesto
questionssuch as globd poverty, environmental crisis, and emerging infectiousdisease.
Such proposals raised the question of how problems previoudy assodated with
popuktion security might be addressed by a hationd securityOappaatusthat had been
oriented predominantly to the problems of sovereign state security. At the same time, but
from adifferent direction, questionswere raised concerning therole of themilitary in a
pod-Cold War world. Strategic plannes raised questionssuch as: Wha kindsof missions
should the US military beinvolved in?Whoistheenemy? Wha kind of military does

the United States need?

8 Reference to the Preparedness Guidance and to the CIIP.
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It is againg the backdrop of this broad reorientation of ollective securityO
problems that governmental respongs to the attacks of 9/11 should beanadyzed. These
responses induded the creation of the Department of Homeland Security (DHS) anda
North American Central Command of the US military (NORTHCOM). At least oneof
theundelying rationdes for the establishment of DHS was to increase vital systems
security Bthus as noted above DHS incorporated FEMA andinits official plans
endorsed an Qill-hazardDapproach. But the department was also charged with fundions
linked to other logics of security, such as law enforcement and intelligence. Meanwhile,
it quickly became appaent tha thereal focusof attention by the Bush administration
would beon older conceptionsand practices of sovereign state security. First, the
administration expanded Gexceptiond Opowers Dbeyondthe nomal rules of domestic
law enforcement and thenormal rules of foreign military engagement Bto prosecute Qhe
war on terror.O Second, it soughtto project American power abroad and to make fighting
terrorism Plike fighting communism in an earlier eraDa primary god of GoftCand Bardd
American power. Proponaents of vital systems security have been highly critical of this
approach, arguing tha it focuses on thewrong problem, and may even increase the
vulnerabilities of critical infrastructures.

Given therelative neglect of vital systems security in theBush responeto 9/11, it
is significant tha the next major event to generate widespread concern aboutthe security
of the U.S. popuktionwas not another terrorist attack but HurricaneKatrina The
response to Katrinamade visible anumber of lingeing tensonsaroundcollective
security after the Cold War. Firgt, it raised the question of theresponsbility of thefedera

govanment Bas oppo®d to local, state, non-govenmental, and private sector entities b
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in dealing with major emergendes. Second,it made visible acruda confusonin the
mission of DHS. Themod striking failures of theresponse to Katrinahad to dowith
communications coordinaion amongdifferent governmental agencies, and emergency
management. These failureswere, in pat, symptoms of thefact that the DHS leadership
was not oriented to avital systems security mission. What was lacking was notvigilant
attention to theonset of an attack or disaster (Katrina, after all, was anticipaed daysin
advance). Rather, it was vigilance in ensuring tha readiness and respons capecities were
in place. Findly, response to the hurricaneindicated uncertainty abouttherole of the
military in domestic crises. This uncertainty was accentuated when the next major
hurricane approached the Gulf coast and President Bush, eager to project greater
readiness and attentiveness to the disaster, flew to the headquaters of NORTHCOM ba
military command center Bto monitor its arrival.

Theidentification of vital systems security as a distinctive form of collective
security is hdpful in unpacking many of the confusionsand tendonsthat have surfaced in
therespon® to 9/11, Katring and other events. Vital systems security opeates aongsde
Band often in tenson with Bpopuation security and sovereign state security. And many
current confusonsrelate to the organizationd framework within which these forms of
collective security Bwith ther attendant rationdities for undestanding and responding to
threat Dare managed. The current division of labor between organizationsengaged in
sovereign state security and popubtion security took shape over the course of the 20"
century. Themilitary has been charged with naional security problemsinvolvingforeign
enemies. Meanwhile, the @ivilianOedministration of federal, state, or local governments

have been largdy responsble for popuktion security.
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Althoughvital systems security in the United States emerged initially in relation
to problems of sovereign state security (throughcivil defense planningin the early period
of the Cold War), itsrelationship to both military and civilian administration has been
ambiguous Threatsto vital systems sometimes originae fromforeign enemies, asin the
case of terror attacks or aerial bombing. But activities to increase preparedness
necessarily involve fundionssuch as hedth care and domestic emergency respons tha
are genegaly relegated to civilian administration, or to actors in the private or non-profit
sectors. What is more, after the advent of al-hazards planningin the 1960sand 1970s
vital systems security took up Qhreats withoutenemiesOsuch as natural disasters or
pandemic disease that seemed unanbiguousy outside the scopeof military activity. And
yet, as we have recently been made aware, the military may play a central rolein the
response to such events.

Currently, thereisa general demand tha the govenment take responsbility for
ensuring thefundioning of vital systemsin the event of emergency. And a broad rangeof
organizations both indde and outside the Federal Government, are currently taking up
preparedness activities and beginning to mobilize resources in the name of vital systems
security: DHS, The Department of Health and Human Services, variousparts of the
Department of Defense, nationd guad units, local first respondes, and so on. But these
diverse activities Band the growing volume of resources spent on them bis only the
beginning of what will certainly bealong process throughwhich vital systems security is
made more central to practices of collective security more generally. In this context,

critical respongsto the current situaion tendto beoverly event-focused and reactive
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rather than broad-thinking and programmatic. We suggest that an initial step toward a

more seriouscritical interventionis oneof conagptud clarification.

(4) Political and Analytical Orientations

Onecontribution of the schema tha we have developeal in this pgoer mightbeto
hdp reframe the stakes of political discussonsaroundsecurity. Despite a great diversity
of postionsin debaes about security, they tend to share a common conviction that the
important problems can be framed in terms of the question of Qoo muchQor Qoo littled
security; they treat security as a zero-sum gamein which there is atradeoff between
security and other values. Thus critics on theleft have tended to link any effort toward
QecurityOwith the militarization of civil sodety, therepression of individud freedom,
and the expanson of empire. The predominant tendency ontherightisto badly assert
absolute sovereign prerogdive to act with impunity in the name of security. Centrist
democrats face atrap in which, ontheonehandthey are worried aboutcivil liberties, but
on the other hand cannotbe seen to be @ganstGsecurity.

Our suggestionis that it might be more andytically produdive notto ask how
much or how little security is appropriate, or whether security mug at the expense of
other values such as liberty or welfare. Rather, it is more appropriate to ask which forms
of collective security arein question, what kindsof expertise are beng mobilized to
provide security, and how the politics of security are changing?

From the perspective of an andytics of collective security, themod significant
reframing of discussionsaroundsecurity may betaking place not at thelevel of high

politics Bor, for that matter, at thelevel of hightheory Bbutat thelevel of wha Michd
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Foucault called Gpexific intellectuds.OThese figures have specific expertise that can,
unde certain circumstances, take on Qyeneral significanceOby engagingin loca struggles
tha can (have effects and implicationswhich are not simply professiond or sectoral .8
For example, theinfectiousdisease expert Laurie Garrett argues that a broad investment
in globd public hedth infrastructure will increase nationd biosecurity. This postion
provokes resistance from many security plannes, who tend to think in terms of nebug
onedrugQinterventions and from many public health advocates, who tend to be
suspiciousof the security appaatus Stephen Flynn, an expert in trangortation and port
security, maintainstha the choice between open, free shipping systems and security has
been misposed. Rather, heargues, security (and here herefers to wha we have called
vital systems security) meanssecuring open systems of free circulation. In making this
argument, hemeets resistance from variousquaters: from big busness and its political
suppoters, who resist security measures on thegroundstha they will impose unwanted
cods, and from some on theleft, who sugpect that any inarease in security will
necessarily compromise civil liberties.

Thework of such specific intellectuds points to ways tha the politics of security
might bereframed. Onerole of anthropologists of the contemporary Bwhich this pgper
undetakesin apreliminary way Bis to provide concepts tha might hdp map this
reframing, and that mightincrease sengtivity to changes that emerge. Another mightbe
to develop specific lines of inquiry focused onthework of such specific intellectuds as

paticularly produdive sites for anthropological inquiry. Thus for example, sites such as

® Foucault, Truth and Power, p. 132.
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syndromic surveillance™®, vaccinaion programs™, or techniques of preparedness™ may
bethe mog promising place to study Qhe political, econonic, inditutiond regime of the

produdion of truthOes it relates to problems of security.™

19 See Lyle Fearnley, GiFrom Chaos to Controlled Disorder@Syndromic Surveillance, Bioweapons, and the
Pathological Future.OWorking Paper. Laboratory for the Anthropology of the Contemporary, 2005.

! Dale Rose citation.

12 Andrew Lakoff, CPreparing for the Next Emergency.OWorking Paper. Laboratory for the Anthropology
fo the Contemporary. 2006.

'3 Foucault, Orruth and Power.O
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